Government of Ajman

Transport Authority

Information Security Policy

Policy Statement

Ajman Transport Authority (TA) is committed to ensuring the confidentiality,
integrity, and availability of all information assets. We adhere to ISO/IEC 27001:2022
standards to establish, implement and maintain a robust Information Security

Management System (ISMS) to all organizational units.

Commitments

ISMS Implementation: TA will establish, implement, and maintain an ISMS to
manage information security systematically and risk based.

Legal and Regulatory Compliance: We will comply with all information security
laws, regulations, and contractual obligations.

Risk Assessment and Management: Regular risk assessments and mitigation
measures will protect information assets.

Information Classification: Information assets will be classified and handled based
on sensitivity, ensuring authorized access.

Access Control: Robust access control will grant access on a need-to-know basis,
with monitoring and auditing.

Employee Awareness and Training: We will provide information security
awareness and training programs.

Incident Response and Reporting: TA will have an incident response plan and
report all security incidents.

Continuous Improvement: We commit to regularly update and improve our
information security measures through annual reviews, audits, performance
evaluation, management reviews and adopting the best practices.

Third-Party Management: Third-party vendors will meet our information security
standards and maintain confidentiality agreements.

Monitoring and Audit: Mechanisms will assess the effectiveness of our controls and

compliance.

Meeting these high standards is the responsibility of the entire TA employees.
We have a shared commitment to the effective operation of the information security
management system, and to the achievement of this Policy and the objectives derived

fromit.
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