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Policy Statement:

Ajman Transport Authority (ATA) is committed towards securing the
Confidentiality, Integrity and Availability of information and
information processing facilities used in the day-to-day business
operations. The security of information and other assets is therefore
regarded as fundamental for the successful business operation of
Ajman Transport Authority. Information security policy is a key
component of ATA’s overall information security management
framework and should be considered along with Ajman Transport
Authority’s specific and more detailed information security policies,
procedures, standards and guidelines. Adherence to this policy will
help to protect information and information processing facilities of
ATA and its customers from information security threats, whether
internal or external, deliberate or accidental. Ajman Transport
Authority is committed in improving the security posture of the
environment, reducing the security risks by implementing appropriate
security controls.

Scope:

The scope covers the Information Security management system
related to Design, Development, Provision and Support of Information

Technology Services offered by Ajman Transport Authority.

Core Principles:

Ajman Transport Authority recognizes that secure and continuous
operations of Ajman Transport Authority services are dependent upon
securing three core organizational elements, which are people, process
and technology. Thus, all ATA activities must adhere to the general
principles laid down. Ajman Transport Authority has thus formulated
the following to ensure that information security requirements

implemented effectively across the organization.

General Information Security Principles:
® Comply with the UAE regulatory, statutory, legislative

requirements, and Information Security Regulations (ISR).

~el\ez

o N
WA &
L [AV S )

Transport Authority

alend! Ole
Olesdg Loy dlsiy Laadluy Slaglall &y lasany Olazme - Jaidl dipn o5ls
«laglall gol way el Zagdl Jles¥l § Aonsind) Laxllas 3815
sda uad Jaul da dee zladd bl Jalgadl oo 633391 Jsuadl
5y12¥ alall Sy pmlic (oo Lol Trmie Siloglall (¥ Zolall Luolpadl)
cole d) slas¥l o Lads T cegn @Iy Jaull aa @ cleglall o
Aol Aiaally souxll Jadl A wlaldyly slaay olelialy Slul
oo Lo lateg Jadl 2 Aol cloglall Lles e 2uliwdl sl aual|
Baguade Apmyls ol Alsls ST elgu claglall ool dalaill ooyl
cdeadl Bind gl auoel) ey Ja) Aga a3liy Baguade i ol

e Al aylgus gudat 2l bl ayasi

:4adell Glhas
sling pslaty Aalaall Slaglal) Lla Lalasl 8K e duliwd) sin Gubais
@Sally Jadl B U (e Lenall Sleslall dpan dalall cleasd|

Loke G321y
ewlad ool

WM enels e adgy Lyl paiaelg Llo s Sl ool o Jaid) a2y
Oty gt liailly lilaally o e ¥ 1 g Al daidais jolic
L ael udy Ao gungll doladl ooldly wpanll Jaul) dua k431 4518 3
Gotun e Aedelay cloglall ool clidlaie dpis lasat slist gga bl Jaudl

TR

S loglall oe¥ dalaldl ggaldd
byl Agal Aeas, &illy Augilally Apadaitll cllbzell JUzddl

laglall ool allasg (Bueall A yall

TA/GE/ Information Security Policy/POL/01

Issue Date: 4-April-2022 : )l oY 71,5




Government of Ajman

Comply with information security management, business
continuity management and payment card data security
international standard’s controls and requirements.

Establish ‘Information Security Steering Committee’ representing
to demonstrate

the Management of Ajman Transport

management commitment towards information security
management and maintain the confidentiality, integrity and
availability of Information and Information assets.

Maintain Information Security Management System Charter that
define the responsibilities of the information security program
stakeholders.

Establish Comprehensive Risk Management across Ajman
Transport.

Handle, report and investigate all incidents and suspected
breaches related to Information Security ¢ Provide appropriate
Information Security Training and awareness to all employee and
users.

Design appropriate controls and procedures to support the
implementation of this Information Security Policy.

Ensure all stakeholders are responsible for the implementation of
respective security policies and procedures within their area of
operation, and oversee adherence by their team members.
Continually  improve  Information  Security  through
implementation of corrective and preventive actions * Formulate
an Internal Audit function for providing independent assurance

to Ajman Transport Management on ISMS and business

continuity processes and controls.
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